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1 Introduction

I recent years, online germbling retabad crimes have become @ problem derived from the information age. Their activiies have become increasingly rampant, their methads have been constantly updated, and
the numF?r n.f participanis has continued to irTrEre.ase. It ha.s hf!ﬂ_fl s-e?ous impact an the social .?m:l @nwic order and caused huge losses 1o the people's property, From a national perspective, online gambling has hen::m.n& -
naw typs of cime against property. Because of ils speed, concealment, quick start, and large amount of winnings and losses, 8 has become the focus of prevention and crackdoan by the public securily ergans ke lelecommunicalions
frawd and ather crimes, According to statistics, the number of paople involved in onling gambling increases every year, and there is a trend of younger people invohlied in gambling

The rise and spread of anling gambling crimes have become a focus of attention around the_wnrld, causing great social conflicts and hidden dangers. This new form
of crime has brought new challenges to my country's judicial and administrative management. Compared with traditional gambling, online gambling does not have bundles of
cash, but the speed of "cannibalism® has not slowed dawn at all. It is understood that there are various websites that provide user resources for orlmlirja gaMbliqg. Same
literary forums, software download web.aites. and film and television sﬁaring websites collude with gambling-related websites to attract gamblers. Online gambling websites often set
up servers in regions that are more open to gambling, such as the Philippines, the United States, and Europe, to evade pursuit. Compared with offline gambling, online gambling
is more concealed and more c_:n::-nve-n-ent to -::uper_ate. Some online gamblingEn even be ;_J:ar:-::aged Ieg.—adll-,a. Al the same time, the virtual chips that players trade make them
Ies'ls psychologically stressed when placing bets, making it easier for them to become addicted. Statistics show that more than 600 billion yuan of gambling funds flow overseas
due to gambling in China every year. Dv%:rseas gambling networks are like "water pumps", draining hundreds of billions of funds from the mainland every year.

To sum up, it is necessary to crack down on and punish all types of online gambling crimes, and highlight the organizers, operators, profiteers and behind-the-scenes "protective

umlhr'ellas" of eriminal activities, and resululelyr_ cut nf_f the "1I'|uman chain” Ef E:rnss-burdar and cross-regional online gambling crimes. The "caﬂal chain”, "technical chain" and

“interest chain" are conducive to effectively maintaining a good social security environment and national economic security.

2 Requirements analysis

"Falcon Anti-Gambling Platform” is basad on tha neads of gambling business rectification and crackdown, and based on the developmant of onlina gambling crima phanomanon, through sorting and analyzing
. Analyze and collect data from major gambling websites to achieve comprehensive information inquiry and research and anﬂsis of gambling-related businesses, and improve gambling business goals
processing capabilities to achieve effective control and crackdown on gambling crimes.
(1) Information inquiry on target gambling personnel

:l'ﬁe “Falcon Anti-Gambling Platform™ |§ busilt based on the backend data of domestic and foreign gambling websites, and can search for the identity of target gambling personnel according to needs,
i — i i - i
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Information and identity information include account name, attributes, password, name, screen name, mobile phone number, mobile phone location, email address, login

IP, login IP Im:ag_'un. address, superior agent and other information. By checking the identity information of the target gambling personnel, the target QB data is obtained,

thereby improving the user's ability to attack the target gambling personnel,
(2) Gambling business analysis and management
Through the information guery of target gambling-related personnel, key targets can be determined, and business ZC can be carried out on gambling-related targets. Master the

target's superior-subordinate relationship network map, distribution trend of offline registration time, p.urupcnrtiun of bank card case value, regional distribution of offline users, proportion of
case value of offline users and other information, and support the editing and deletion functions of business to achieve Supplement and irlnprcwe the target account information,
thereby greatly strengthening the user's ability to analyze and manage gambling-related targel businesses.

(3) Analysis of gambling target flow

EEE_-D-H the basic information querytuéthe target gambling personnel, the target bank card information can be obtained. Through the target bank card number, the target .hank

flow information can be retrieved, and the target bank flow information can be imported into the "Falcon Anti-Gambling Platform® for comprehensive analysis and viewed according to

conditions. Information such as target bank flow direction, amount, time and object, etc., to analyze the target gambling crime QB and combat value,

3 Product Introduction

3.1 Product introduction

The "Falcon Anti-Gambling Platform” is professionally designed for special business departrqents with the goal of combating online gambling crimes. F'rmrifies mining,
analysis, and judgment of onlineg gambling data. Based on the provided data information, special business departments can quickly locate suspected targets based on data characteristics
and detailed information, and conduct business IZl: analysis on them, therehy mastt:.ring the basic in[orrnétinn and bank card information of the target personnel. , superior-subordinate
relationship and other qata, and supported by the platform’s online gambling data, carry out in-depth online gambling crime ZC tasks to achieve an overall attack and precise
an_nihilatiun of online gambling organizations.

3.2 Product composition
"Falcon Anti-Gambling Platform” is mainly delivered in the form of software. Thla main components of its products include:
1. Platform login client software: 1 set

2. Platform login client authorized account: 1
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3. Platform login encryption Key: 1

4. Platform user manual: 1 copy

3.3 System architecture

o

( Esin s 2y rved jud rsend

data Account

rllﬂ'li'.'!;Eﬂllﬂ'I' rIIH'IEl;Iﬂ'IIIH'I'

data data

storage analysis

(Platfrm architechuna diagram)

The "Falcon Anti-Gambling Platform” architecture is developed and designed in accardance with business lagic. The system layer is the foundation, the application layer is the bridge, and the business

layer |s the: platform value system. The entire platform adopts C/S architecture, which facilitates users to log in from multiple places and conduct collaboratvve research and analysls by multiple users
i i

> System layer: Mainly aimed at the underlying design of data import, data storage and data analysis of massive gambling data.

= Application layer: Mainly based on the work needs of the business department. three functional modules of data query, data management and account management have been

developed to achieve comprehensive management of data and system users,

= Business layer: Mainly combines the business processes and business logic of users during use, and realizes business ZC and analysis and judgment functions

for various online gambling investigations through the process guided by the platform.

3/11



3.4 Network architecture

Falean Anti-Gamibling Platiarm

Authorized user 1 Authorized User 2 Authorized Usear 3
(Metwark archilesiure diagram)
In order to meet the needs of users for remote use, the "Falcon Anti-Gambling Platform” is built using the C/3 architecture model. Users can correctly install the "Falcon
Anti-Gambling Platform” client program on their office computers and log in to the platform with a unigue account number, password and encryption key. Then they can view

gambling-related data, manage business goals, manage pipelines, and comprahansively integrate data according to their own needs. Managemant and a senas of functional oparations.

4 product features

4.1 Overview of gambling-related data

"Falcon Eagle Anti-Gambling Platform” provides an overall viewing function of anti-gambling data based on users’ demand for gambling-related data
[qlieresMneliotalinimbedoisiteshatafdatalandliatalfavaizb eldatalantinelplatfermlcanibeyriewed Randlihelsystemiwilfretienwldailyldatall pdatelandldis playAliSers)
can search for relevant identity information based on their needs. The identity information includes account name, attributes, password, name, screen name, mobile phone

number, mobile phone location, email address, login IP, login IP location, address, superior agent and other information. For suspicious identities, you can click

the operation button to view detailed information and create files,
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{Overview of Gambling Data)
4.2 Check the specific data of people involved in gambling
Based on users' needs for information viewing of gambling-related personnel, the platform supports basic information viewing and case-related information viewing functions .
far speciﬁc t;lrgel gamEIifg_Ep-ermnnel.
4.2.1 Check the basic information of gambling users

You can view the basic information of people involved in gambling, including network name, account, attributes, password, email, login IP, login

IP location, created IP, created IP location, address, confidential questions + answers, superior agent 1D, site, Import time and other information.

User Info — ﬁ

Accourt e paccewnd Mail site
zgh2016 Lser 4ce4/79aacf141b37e... 13 mmmmmyg &qg.com " . =
Nama: Zhang I
Login IP Login IP address Creates P Creale an IP address Superior agent [0
Gender: umknawn
o W B0: |215 Bedjing, North'Chinal... 22 [ 51 285|ChinalNorth Ching|Habal Provines T

|

.. Total purriber of bank cards Amoun| s rranrd irwatwed : et rasaburmind gl fameun imsch
2 — ® 766020 yuan = W 361,746 yuan 1

(View basic information)

4.2.2 Check the information of gambling-related users

You can view core business information such as the number of bank cards owned by specific gambling personnel, the tatal amount involved, and the total number of maobile phone numbers.
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(Vimw rfommation involved in the coee)

4.3 Business management

The platform provides business management functions based on the real business needs of users. Users can initiate projects for specific gambling-related targets according to

their own needs. At the same time, the identity information of the targets can be supplemented based c:n the information the users have,

4.3.1 Business ZC

Provides business management functions. When business personnel discover suspicious gambling-related user information, they can perform business ZC operations on specific

users. Users can complete the filing of the corresponding gambling-related user by uploading the cerificale according to the platform requirements and filling in the corresponding remark

nformation as required, ZC

1@agg.com

FE5|C hirsd| Moith Ching Hisbai Provincs|

Add notes

(Filing ZC)
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After the case is successfully filed, the platform will review it based on the credentials and remark information submitted by the user. After the review is successful, information feedback will be

pravided to digplay the case Giling user 1D, project status and other infarmation.

FHAE

Tt u Case s_l:atus:: .ﬂ.q;&p_t_l-a:d Date of filing:

THER
i
#on -l " ]
;i WE - m W — Gl rPHEH
o N .
- .-: v H "-.
E; o " — ‘
Wioid: e Creste P o : — [RT— , Suparier model 1D site Impart ﬂl‘l"ﬂ..
+M: 1970-07-01 C... o - 1. ik I8 HON0=12-15 12:80:00

[ Thas coms sman flerd succaanbsly]
4.3.2 Supplementary information
After the gambling-related account i;lsucmSMIly filed, the business d&pngﬂnt can file and analyze the caze based on the basic in.f::urmatiun provided .bj.l' the platform, query the target person's bank
statama_nt information based on the bank a-ccount. query the ta_rgel person’s real name and other identity information based an :_ha phone l_'u.lmb-er. and can guery the target person’s real name fll'id u_ther identity infarmation

based on the bank account. The query results supplement and improve the information DFIThE regislarad accounl.
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Additional informaticn =

Mame

gender

usEfTame

Birthday 1 Select date and time

Account

Aftributes

pAssward

Mail -

. | e

{(Supplsmentary minmmation interiace)

4.3.3 Business analysis

After successfully registering a ZC case against a gambling-related person, the platform will conduct correlation analysis based on the data information of the target account, and grasp the

largel's superior-subordinate relationship network map, the distribution trend of affline registration time, the proportion of bank card case value, the regional distribution of offline users, Various information such as

the proportion of offine user case value are analyzed and displayed.
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4.4 Flow management

4.4.1 Pipeline import

Based on real business needs, after users register a ZC case for a specific target, they can extract the target's real bank statements based on the target's bank card information,

and import the statement information into the "Falcon Anti-Gambling Platform" for comprehensive query and analysis.

B ssswTe =}

ﬂiﬂ WA T

R it »TE gt | LR ES U By

i

Ll RS ol B e

(Streaming import)

4.4.2 Running query

According to the user's own needs, specific conditions can be filtered and queried for specific target account flow information, so as to

grasp the target's true fund flow.
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4.5 Business List

The platform prnuides a comprehensive business list management function, which allows you to quickly view the status of all registered businesses, and supports

operations such as editing and deieting businesses according to needs.

Mast list ek O
remarks
1 EBa &_D0DER k W BT m det peay pue peay
2 15728 67_DO0E? 2019-11-12 10:50:56 Unknow | i B ¥ 2 @

(Business List)
The bamsiness operation column comesponding o the business list provides the funclions of viewing the information of the farget invohed in the case, viewing the business information of the target nvolved in the case, viewsng the flow of the
target invalead in the case, and deleting the business

View target information involved in the caze: Users can query the basic information, bank card number information, telephone information, and onling and offlina distribution infarmation of

the target persons involved in the case through the target information viewing function

View the busines_s infnrlmaticrn of the target involved in the case: By viewing the business information of the target involved in the case, users can query the target case number, the total amount of the
case value involved, and bank card information, etc

Check the running water of the targetinvalved in the case: The user can check the running water of the target involved in the case. According to your actual business needs,
you can filter and guery target flow information, view transaction details, and fund tracking functions

Delete business: Through the delete business function, users can delete some of the targets that have lost their ZC significance and have been registered.
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It facilitates users to manage meaningful business.

4.6 Message Center

Provides message center management functions, mainly providing platform users with message list viewing and feedback list viewing functions. According to the user's

operations on the platform or request platform, the platform provides immediate feedback and response to the user according to different types, ensuring the stable and reliable operation

of the platform while realizing rapid ZC work on the busines;.

G start date ¥
U=ressd mannmgan Misd masasgas

Seral rumber bme Bbics sy e | Enfoarmiaiion conbant

4.7 Log Center

(Message Ceanter)

Provides a log center management function. Users can query the operation behavior records in the platform through the log center, so that when problems occur,

they can be traced in a timely manner.

g CER e
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4.8 Account Management Center
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(Log Center)

mrch

zend data

[Trequast™. 1.13.1%]

[{request™ " INBREDWOCIT T4 TOWr Tw-HWIIW._

[['request* “ MAREFNGC 7T A TOM A w-Hwinw

[['requast =raTul1zmNUpBW JEdSHg808dU..

Hrequast” "wrwiNTul 1amNupBW JEdSwgB0BdU...

[{request""58_00065"]

[{mequesl” 58 _ODDES"]

Provides account management functions. The online user 1D is displayed at the top of the platform. Users can view message reminders through the function buttons here,

Change the account password, and log out of the account.
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Mumber of cases thatl can be filed: 5

# | change Password

{Accownt Management)
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5 product parameters

Parameter category Parameter index
Hatwark Architacung C/S architecture (using SaaS model, you can log in through an authorized account)
queryr tlme Second layed responge

Supports account name, attributes, password, name, screen name, mobile phone number, mobile phone location, bank card

basic information

number, email, login IP, login IP location, address, and superior agent information display

Anaksis of sugseor snd sbordnal sy support
Liquidity analysis support
Analysis of tha amourt inwahad support
Case _ﬁling ZC analysis support
Integrated business management suppaort
Message Management Center Supports viewing message list, user operation log viewing, and feedback information list viewing

6 Product Deployment

6.1 ﬂpplicable environment
The "Falcon Anti-Gambling Platform” pravides comprehensive intelligent management functions for professional gambling-related clue inquiry and gambling-related business
analysis, and is suitable for special business departments to crack down on gambling illegal crimes and vanous gambling business rectification special activities. The plat"urm adopts the SaaS
model, and users can lag in and use it through authorized accounts, fully satisfying users' various application scenarios such as gambling clue inquiry, gambling network organization analysis, gambling

fund analysis, and gambling business research and judgment

6.2 Deployment method
"Falcon Anti-Gambling Platform” often adopts the SaaS model, and users can log in through autherized accounts. Therefore, users do not need-to purchase

any hardware such as servers. They only need to provide a computer host that meets the requirements and an available Internet network for deployment. After the user

installs the client access software, he or she can access and use the entire platform. Specific host configuration reguirements are as follows:
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Configuration Ervdironmant

Erviranmanial paramesars

Harhwiara avaironmmant

Any computer model can he used

Have at least one USBZ2.0 or above interface

Recommended dual-core CPU, 4GB running mamary, independent graphics card or above configuration

Soiftware Erironmant

The operating system requires win7 and above.

Browsers that support HTMLS, Chrome and Firefox are recommended -

Install the .Net Framework 4.6 framework

Web emvinonmment

Internet access
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7 product advantages

= Data is comprehensive and reliable
The “Falcon Eagle Anti-Gambling Platform” provides comprehensive gambling-related user data, provides law enforcement with a large amount of gambling-related personnel
account data information, arll'd regularly updates the platform data to ensure the accuracy, validity and reliability of the platform's gambling-related data. .
> Fit business scenarios
The platfarm is designed based on gambling-related business processes. Through the platform, users can discover suspicious accounts, file £2C cases, comprehensive analysis
and traceability, and detect business targets, providing a complete business process and target business processing ideas.
= Platform is st_able and reliable
The "Falcon Eagle Anﬁ-Gamh!ing Platform” is designed based on SaaS services. The data updates and maintenance of the platform are all managed and

maintained by professionals to ensure that the entire platform can operate stably 7*24 hours a day and provide users with timely after-sales support services. -
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