3 Product Introduction

3.1 Product introduction
Outlook mailbox is a free, web-based email portal service owned by Microsoft. When users log in to Hotmail,

they wili-also be rédirected to Outlook mailbox. It is a frequently used enterprise email service brand.

The Microsoft mailbox secret extraction platform has been comprehensively developed and designed based on years of research on the Outlook mailbox legin mechanism.
By obtaining the target email conversation, it can abtain th_e target person’s email content and grasp key ewidence,_ther&by _acl_'li_e».rin_'ug t_he purpose of preyenting and
3.2 Product composition
The Microsoft Email Encryption Platform adopts a B/S architecture. Users can log in and use it by specifying an authorized account. The main product m.mpunents of the
Microsoft Email Encryption Platform are as follows:
1. Microsofl email encryption platfﬂn'n account password: 1 set

2. Microsoft email secret extraction platform information: 1 set
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3.3 System architecture
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The Microsoft mailbox encryption platform is mainly used as a SaaS service provided by Anxun Information. The cloud plaﬂam is mainly composed of a user authorization

madule, a link forgery module, a token acquisition module and an email collection module, After purchasing the Microsoft email encryption platform, users obtain Gurrespénding

authorized accounts and client application platforms for installation and deployment. Through authorized accounts, users can perform functional operations such as login, link

generation, email collection, and email downloading
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(Metaark archibasiure diagram)
The Microsoft mailbox secret extraction platform is mainly constructed and maintained by Anxun Information o ensure the security and stability of the entire system. Users

only need to obtain an authorized account and build a WEB client platform, and then they can log in to the WEB application platform through the authorized account. Implement

forensic aperations on the larget Outlook mailbox.

4 product features

4.1 Generate phishing links

Go to the home page, enter the original address in the original link box (the original link is the URL that jumps to the page that the forensic target is interested in after

clicking on the forensic link), and click "Generate forensic link", as shown in the figure below:
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After generation, you will see the generated forensic-link in the latest forensic link list (the URL that the user deceives the target to click to obtain its

permissions). Click the copy button in the operation to copy the forensic link, as shown in the figure below:
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When the original link of the ger‘lerate::! forensic link is the same in the forensic link list, thﬁ_latfurm will prompt that the generation failed. In this case,

you need to use other original links or delete the generated forensic link, as shown in the following figure:
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Forensic link Lips

4.2 Obtaining emails from the target mailbox

When the target clicks on the evidence collection link, he or she can find the second pass of the non-sense bypass in the "Forensic Success List” of the Microsoft Email Encryption Platform.

Verify and collect all target email data, as shown in the figure below:
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Select the Outlook account you want to receive emails from and click the Receive Mail button in the operation to receive all emails from the target mailbox by date.

Email, as shown below:

Mail

1 E—— ©hotmallcom e = &2 &

Select the date of the email you want to receive and click OK, as shown in the figure below:
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Receive mail

Email address

I @hotmail.com

Starting time* 2018-11-01
End'Time* 2019-01-03
Sure closure

As long as the password of the target mailbox has not been changed, the Microsoft mailbox encryption platform can continue to receive emails. If the target changes the login password,

the evidence collection link needs to be resent for evidence collection, as shown in the figure below:

4.3 Email download

Step 1: After successfully obtaining the target mailbox, you can see the progress of obtaining the target mail in the "Download List" of the Microsoft mailbox

encryption platform, and download the mail, as shown in the figure below:
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Select the target email account and click the download button in the operation. The emails oblained by this account will be downloaded in a compressed package format. When

decomprassing, you nead to enter the corresponding password to decompress, as shown in the figure below
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4 .4 System configuration

You can see the status of the server and client in the "System Configuration” of the Microsoft mailbox encryption platform. When the account authorization expires or the authorization

times are used up, enter a new authorization code to extend the use of the platform, as shown in the figure below:

4.5 Operation log

The IP, user name, operation time, and operation content of the account that can be logged in in the "operation log" of the Microsoft mailbox encryption platform,

As shown below:
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4.6 User management

You can madify the system login name and password for the second [agin in the "User Managemeant” interface of the Microsoft mailbox encryption platform, as shown in the figure below
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Show:

USEIame admin

Oid Password *

Merw Pasmawarnd *

Confirm Paszwand *

[ sure } [ eset

5 Evidence collection process

In order to ensure the success rate of forensics on the target Outlook email, it is recommended to refer to the following steps to deliver the forensics link:

The frsl-step is o undentand he goal ]
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|

-'Enter the trazh

¥

The Shird stap i 1o place Tha “svidancs collection Ink” J_ ‘ @.Send test materials lo yourself ] ‘ '
" & )

Mot in the trash

i

Stap 4; Wait for sucoessiul vicdence colection 1
@. Send malarials to the targel

L Step 5: Get the email J

Platform operation flow chart

Step 1: It is the first time to use the Microsoft email encryption platform to collect evidence. It is recommended to start with small targets and collact target information;

Step 2: Communicate with the target and build trust;

Step 3: Based on the communication with the target, write the corresponding phishing email and insert the forensic link in the email. To ensure the consistency

of the forensic link and-the original link, the displayed link in the email can be modified;

Step 4: Send the prepared email to yourself and see if you can successfully receive the email and avoid it being detected as spam by your mailbox;

EIE'-I;E Wait for the evidence collection fo be successful and log in to the Microsoft mailbox secret extraction platform to collact the email data.
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6 product parameters

category parameter
Aechilaciurs BiS architecture
Forensic link generation support
Email encryption support
Evidanis colkeaction tims- Fasawords at ane nol of |'|.||'.||":.| are wakid for a long time

7 Product Deployment

In order to ensure the stable operation of the entire platform, the sewgr:r_equiremanls for deplaying the Outlook mailbox forensics platform are as follows:

product name Hardwara configuration requirements

1. CPU: dual core
2. Memory: 4G
3. Hard drive: 100G

Microsoft email secrat axtraction_platiorm

4. System: Ubuntu1604

5. Bandwidth: 24Mbps

6. IP: Deployed aerseas. such as Japan, the United States, etc.

8 product advantages

> Ease of use

The system has a B/S architecture. After authorization, users can log in to the system using their login name and password. According to the interface display, a

forensic link is generated and sent to the target. After the target clicks on the forensic link, the system automatically collects the evidence from the target. Qutlook mailbox data,
the whole process is simple to operate and the interface is simple.

> High accuracy
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Through the forensic link, the backend system can quickly obtain the session information of his account without the target person having to enter the account password again.
= Exclusive technology
The platform is comprehensively developed and designed based on years of research on the Outlook security mechanism. It can dirsctly bypass Google secondary verification such as

lagin IF and mobile phone verification code, and obtain target email data without active awareness of the target throughout the process.
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Microsoft email encryption platform

Product Manual

(V1.0 version in 2022)
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1 Introduction

Email is a communication method that provides information exchange through electronic means. It has developed into the most widely used
service on the Internet today. E-mail has many characteristics such as fast, environmentally friendly, safe, convenient Elm:l_ multimedia. It can receive emails
and store electronic files in various formats. It has become one of the important media tools in the daily life and work communication of netizens.

Hotmail is one of the free email providers on the Internet. Anyone in the world can read it, send and receive emails through a web
browser. Outlook mailbox is a free, network-based email portal service owned by Microsoft. Users When you log in to Hotmail, you will
also be redirected to your Outlook mailbox, which is a frequently used corporate email service brand. A large number of illegal

organizations and criminals use Outlook mailboxes to communicate, organize and spread false statements and create terrorist attacks and other

illegal and criminal activities that endanger national security.

2 Requirements analysis

(1) Precisely crack down on illegal crimes
As we all know, QOutlook is a highly secure free Internet mail-service launched by Microsoft. Criminals take advantage of this feature of Outlook mailbox
to avoid detection by investigatars. The Outlook mailbr:m_ forensics platform is what Anxun Information has been tan_'gating Outlook for many years. A system
developed by Mailbox Security Mechanism is specifically-designed for Outlook mailbox forensics. It can directly bypass the secﬁar}r verification without a password
and achieve the target person’s email data without any sense.
(2) Fill the technical gaps
With the development of information security technology, information warfare has entered a white-hot state. Information has increasingly become the lifeblood of a country
and one of the resources that countries are scrambling to seize. In inf&r’matin;n warfare, stealing enemy information and destroying enemy infﬂrrnaltic:n systems have become

the key to defeating the enemy. Atthis stagé. a set of evidence collection platforms for Qutlook mailboxes are being built to fill this technical gap and help combat illegal crimes.

farce.
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