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1Background introduction

With the development of network technology, network information technology has penetrated into various fields such
as military, transportation, scientific research, economy, culture, education and social life around the world, and has brought huge
impetus to human development. At the same time, the Internet has gradually entered into our Waily lives, greatly changing our
survival model and becoming an indispensable part of our lives. Through computer networks, we can obtain infnrmation across
time and space, communicate with others conveniently, and directly understand current affairs news, acquire all kinds of latest
knowledge, and realize information sharing resources.

As the Internet penetrates into all aspects of society, economy, and politics, a large number of negative and unirue remarks flood the Intama:t.
Internet public opiniEn is the Fnapping of social public opinion in the Internet space and a direct reflection of social public opinion. Therefore, relevant
law enforcement personnel in our cpuntry also need to understand and grasp domestic and _fc:ureign online public opinions in a tinjely and

comprehensive manner. Due to the complex network environment and special business scenarios, an efficient, fast, and stable scientific Intermet access device is

neagied_.
2Requirements analysis

The “Scientific Intamet Box" should be tﬂ_ééigned around the needs of relevant law enforcement agencies to promptly and quickly access
global websites, so that Iéw enforcement officers can quickly access global websites and provide high-availability network bandwidth, The Internet link
adopts Baiyan's network protocol, which not only provides securil} protection for the Baishen network, but also has a variety of static and dynarﬁif:

ways to connect to the network, which can meet the needs of different network environments to. monitor domestic and foreign network public opinion.

3Product Introduction

"Scientific Internet Box-Desktop Version™ is a routing device that enables global website access. The product has wireless and wired
functions, powerful performance, and supports WIFI6. Users can choose wired network, wireless network and other con nection

methods according to different network environments. After logging in to the web setting interface and completing the settings, the function

of scientific Internet access can be realized.
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4 Product Architecture

Application layear 9

global website
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user layer

user equipment

("Scientific Internet Box" system architecture diagram)

1. The owverall architecture design of the scientific Internet link is divided into user layer, device layer, system layer and application
layer, of which the core is the device layer and system layer. The device layer is the hardware foundation, and the system layer provides
vertus seiviee medilzs e Tie daviee o cnsure o slEkily ef the enilif “scienliis Intzmat bad end provids ussrs wik
scientific Internet services. The application layer allows users to c:ﬁmplete the access and normal use of over-the-wall links by using "scientific
Internet boxes" under the premise of ablaining system authorization

2. Therefore, the construction of the entire system mainly includes the following aspects:

> User layer: The user layer refers to users’ devices, including mobile phones, E:uﬂrtable notebooks, desktops, etc., which

can meet the needs of different Internet access devices,

g Equipmen.[ layer: The equipment layer is 1he "Scientific In.ierr?e_t Box". Users can log |_n ln. the backend center and make sinEIe

settings to enable scientific Internet services,

» System layer: The systermn layer is mainly network nodes distributed around the world. According to the user's settings, the system

will select the corresponding Internet link and Dpllimize the connection of network nodes between Intermet links to achieve stable

Delerming the purpesa of high-speed scientfic Intermet acoass;
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> Application layer: scientific Internet service, users can access global websites.

5 core functions

5.1 Scientific Internet Function

5.1.1 Client scientific Internet settings

Industrial server: Select various nodes around the world according to needs.
Multi-threaded L;-:}ll'lcurrenl forwarding: The defaultis automatic, the user can choose according to the actual situation, and simply selact automatic
maove.
Operation mode: The system provides 4 modes, GFW list mode, bypassing mair:lland China IP mode, global™
mode, and overseas users returning home mode. Use global mode by default
Ports requiring proxy: Default is all ports

Scientific Internat Settings

Mulliple protocols, Tast and high spead!

tServer [SSR)] Hong Kong 01 -
- thraadad cosourent foevssding 1 -
'
Fun mode qlabal miode -
Parls requiring prasy All ports (defaull) h
A e ren Cuery and cachs using PONSD TGP -
Access foresgn oty name DNS server Google Public DMNS (8.8.4.4) -

aThe formal iz IPPORT (defaul:3.8.4. 4 .53}

5.1.2 Server node

Server node subscription and management: You can update the latest provided server nodes, delete all server
nodes, and the number of all nodes in the past day.

Node list: You can see information related to all server nodes more intuitively and quickly apply the required nodes.
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IEPL enterprise-level intranet dedicated line ignores walls and is available during sensitive periads. It has 100+ global landing

nodes, nodes in Hong Kong, Taiwan, Singapore, Japan, Russia, the United States, the United Kingdom and other regions. The highest rate of

100Mbps is available, and 99% service availability is guaranteed.

sarial numbear area quantity

]_ Hongkong 40

2 Japan 18

3 USA L8

Singapore |8
Taiwan 7
India 1

U.K. 1

SOl =1 N h| &

Russia 1

5.1.3 Access control

According to the actual situation, you can fill in the domain names that do not use agents, the domain names that force agents o use, and the domain names that prohibit

links,
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Inferface Control wm Fm Conlral [: LAN IF acoess conrol i | g budvhe -l o dguet. | '."F!lhl-l-r"!l-lﬁ—phq-—# B Ft__lﬂhmﬂrm_l 7 Metflix distribution city list-

5.1.4 Status check and update

You can check whether Google and Baidu can be connected and perform network checks.

The GFW list and domestic IP netwaork segmeﬁl& can be updated,

5.2 Network configuration

5.2.1 Wired interface settingls

The WAN port transmission protocol supports a total of 9 protocols such as static address, DHCP, PPPoE, etc.
General configuration

L == Tl = = M D=
settings - physical satup- Firewall setbings
e R = R T e h i %, III:'I..| T ."I I =

bﬁﬁiﬂlﬂﬂﬂi g5~ ;
g e e e
I ——

Running time: Oh 44m 18s

state
. MAC address:94:83:C4:1B:6A:D2
Received: 241.11 MB (193841 packets)
Iz gl
Sent: 21.67 MB (75774 packets)
IPv4: 192.168.50.160/24
g DHCP client - ‘

static Elﬂlﬂlqgs_
Hosiname sent when reguesting DHCP

o protocol configuration

PPP
| PPtP

PPPoE
PPPcATM
UMTS/GPRE/EV-DO

LZTP
PPPa5SH

The LAN part setting can modify the |P network segment of the LAN port according to the users actual situation, which can avold conflict with the internal network

sudden.
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Running time: Oh 44m 40s
MAC address:94:83 C4:1B:6A:D3

state

B¥  Received: 21.35 MB (124900 packets) _
or-lan sent: 23737 MB (80731 pqg:h;_:t_s}__
IPvd: 192.168.221.1/24
IPvE: fdcfie34a:bat9::1/60

Trarater Pratocol

static address -
IPv4 address 192 168.221.1
IPv4 netmask 255.255.255.0 -

IPvd gataway

IF+4 broacdcast

5.2.2 Wireless settings

Currently, Scientific Internet Box-Desktop Edition supports two WIFI frequency band settings, 2.4GHz and 5
GHz. Users can choose different channels and bandwidths according to the actual network environment. The device

supports WIFIB, which greatly improves the user experience.

@, Generic MAC80211 802.11nacax (radio0)

Channels: 38 (5,180 GHz) | Transmission rate: 288 Mbit's

55I0: GFP-0G | Mode: Master

81%.
‘ BSSID: 24:83:C4:1B:6A:04 | Encryplion: WPAZ PSK (CCMP)
Generic MACB0211 BD2.11bgnax (radio1)
'::harﬂ_n 12412 GHz) | Transmssion rade: 1hbibs

SS5I1D: GFP | Mode: Master
BSSID: 84:83:04:18:6A:05 | Add: WPAZ PSK (CCMP)

F

5.2.3 Network Diagnosis

Provides 3 diagnostic tools, namely Ping, Traceroute, and Nslookup

Metark ionls
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5.3 System configuration

5.3.1 Management permissions

The backgnownd management passwornd can be modified according 1o wser habits

host password

T niris o et (bl Wi i ) W (e

LR

]

Conbre Pagsaond

]

5.3.2 Backup/upgrade

The latest system package can be updated convenlently, making It convenlent for users 1o upgrade.

Flash new firmware

Uzdnd m brmaes imags §is in syupgrade Fomat 0 raplacs: e cumin iy ninning R, and ofoeol e combgusa bon” i thl e upsieted st sl usss e cumni syeiem confiqumtion (e re BTrasns naeds D b compatibie wim th cumant i)

Epsz corlgrabon ﬂ

Firmwwans fike:
el ; Salactﬁle.ﬁu'nul salect any fila

6 product scenarios

"Scientific Internet Box" is a product used to view global public opinion comments. It is suitable for efficient and stable
implementation of reconnaissance operations when conducting network reconnaissance and collecting QB data. It can hide the real exit
and prevent the leakage of the user's real IP address and physical address. It can be directly connected to the completed Internet system

to achieve the role of global network public apinion supervision.

7 core advantages

7.1 The node line is of high quality, stable and has many options

Based on Anxun's years of experience in scientific Intermet access, high-guality nodes are selected, the lines are stable and avallable during sensitive periods,

the number of nodes is large, and there are many options.

[anoen informal | Page g G’f 1 1
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7.2 Equipment performance is stable and powerful

In terms of equipment selection, we chose the IPQB000 guad-core Arm processor @ 1.2GHz. The CPU performance

is stable and powerful. It supports WIFI6 and provides better wireless signals.

7.3 Automatic switchover of node failures

system will automatically detect the node information currently in use. If a failure occurs, the node will automatically switch to the next node.

node. The

8 product forms

8.1 Deployment method

"Scientific Internet Box-ﬁeskmp Edition" is anall-in-one hardware device similar to routing. The equipment is mainly connected
to the entire scientific Internet link through the_local operator network, so the local operator only needs to provide an available

operator network o complete the deployment and normal use.

1. Establshment of netsork eneronment for GFPass equipment

-
B BB a8

I |

" it

‘l’ -- [ !

8.2 Product parameters

parameter Swlianliﬂc Intarna@x—pesl{tqp_\f«_sllgg _

-".'I.I+|I::lum ]ﬂlmll

CPU IPQ6000 Quad-Core Arm Processor @1.2GHz
Memary DDR3L 512MB / NAND flash 128MB

[ anmen informat | Page 1{] Df 1 1



[Scientific Internet Box-Desktop Version Product White Paper]

LT

interface

1 x WAN Ethernet port

4 x LAN Ethernet ports

1 x SR 3.0 (Type—A)
1 x LED

1 x reset button
1 x12V/1.5A DC input

Metwork mode

WiredWireless

nimTei spesd

Maximum download speed G0Mbps

size and weight

210 x 120 x 36.8 mm, 445 g

access device

Mobile phones, desktop computers, laptops
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To be honest, | have taken this position before, but
the timeliness of taking it was not good. Many things that

seem valuable today will be gone in two days.

Based on your cooperation experience, what are the requirements

for this update?

Hawe read

Is near real-time postback possible?



® The control terminal includes an Dpe_fratlun recording function, which can record the performed operations

e T
{vowi 1L P e o |

» The control terminal has a graphical interface
* The control terminal can remately madify the connection configuration of the controlled terminal during use.
* The control terminal can remolely uninstall and clear the controlled terminal (including self-starting)
* The controlled terminal supports socks5 proxy function ks
® Developed using C/C++ language, ali functional source codes are required
3. Communication requirements §
® Communication uses HTTPS protocol
¢ HTTPS communication data is encrypted using an algorithm among RC4/AES/RC2/GOST/IDEA/
CAST, with a secret key length of 256 bits or more.
* Can penetrate Squid transparent proxy and basic authentication proxy
4. Security requirements :
* Contains daemon functionality. After clqsing the controlled process'in the process manager, a new process will be
created automatically.
® Anti-virus QuickHeal Total Security Windows Defender, Apex One (subject to :
the latest version and latest virus database update on the test day)
2. Bonus point indicators
3
3
-

® Autostart cannot be viewed by Sysinternal’s autorun

= In addition to HTTPS, it also supports other protocol communications. Communication data uses RC4/AES/RC2/



An algorithm encryption in GOST/IDEA/GAST, the key length is 256 bits or more, the controlled terminal can

switch the communication protacol by the controlling terminal during operation

« Identify Edge/Firefox/chrome/Opera proxy settings and use them to connect back

(subject to the latest version on the test day)

* The controlled terminal containg a customized non-commercial shell and source code is provided

* Avoid killing Kaspersky, Avast, and Symantec (subject to the latest version and latest virus

database update on the test day)

3. Delivery list

seral number

name

rumbaer of copies

Require

1. Software development docurnentation 1 serving
pi test documentation 1 serving
3. All prﬁject source codes 1 item Engineering projects can be compiled and have comments _
4. Executable program 1 serving

5. Instructions for use 1serving

4. Technical training

Organize training on the use of Windows forensic tools and coding principles;

Provide software development documents, test documents, and usage instructions documents for this tool:

‘_".'_:Hl'r"‘-.-':;._ T
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5. Testing and acceptance

After the project develﬂpmeﬁt is completed, Party B must first conduct internal testing, make corresponding test

records, and provide test documents to Party A
In arder to ensure the quality of the delivered tools, acceptance testing can only be carried out after the test p'lan has been

reviewed and approved by Party A and experts. The acceptance test must be conducted in the presence of Party A and experts, and complete

acceptance test records must be provided. Acceptance must be completed after passing the acceptance test.
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