Twitter public opinion guidance and control system

Product white paper

(V1.0 version in 2022)
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1 Introduction

The Internet has become another important media after newspapers, radio, and television, and has become one of the main carriers to reflect social public opinion. Its
unique interactivity in communication is something that these media did not have before. It is irreplaceable. Various data show that the number of netizens in our country is
increasing. At the same time, it is precisely because of the active participation of netizens that the results of many incidents have changed. Therefcre, it is crucial 1.’ur. public security
organs to do a good job in guiding and controlling public opinion to maintain social stability. Therefore, modern information technology must be used to analyze online
public opinion to control and guide it. In this trend, it is necessary for the gmfernrpent and puhli{:_sacu rity ?gencisg_tr.: ;arry out active_- Tanagem_ent. check .public sent.imferrlt iT
a timely manner, follow up on public opinion, guide a healthy and plositivat social public opinion environment, explore re_asonable qulic opinion control and guidance
me?:hu—ds and countermeasures, and establish Improving the long-term mechanism for public opinion guidance and control has important thgar&tical a.nd practical si@niﬁca nce
for building a harmonious natwﬂrhenvirunmant and maintaining social stability.

As a kind of safl'p':u'uwar, online public opinion regulation s playing an increasingly important role. Strengthening public opinicn early waming and countermeasures is to promete the regulation of
public opinion. It plays an indispensable rale in effectively regulating the mntar?ll of social public opinion, grasping 1?19 direction of public opinion, guiding the: power of social public opinion, realizing two-way
mmmunicafiun between party and governmant agencies and the public, and promoling social harmony amnd harmony. The role of estimation, Internet sentiment is a reflection of social sentiment, To grasp Internet
sanliment, we must realize that online public apinion early waming and countermeasures are a systematic project that require the participation of statistics, united front, civil affairs, public EE'EfIJril'f and other departments.

However, as the defender of social stability, the public security organs Early warming and countermeasures for online public opinion bear particularly special responsibilities in the entire social security
et on M harism

Currently, Twitter has become a distribution center for netizens to e;lc::hange opinions and has become the focus of Internet public opinion governance. It requires a huge
investment of material, human and financial resources to carry out all-round supervision and supervision, and to control various online illegal activities such as Internet rumors and

cyber crimes. To combat and stop. We must resolutely crack down on Internet rumors and Internet illegal persons with a "zero tolerance” attitude, not providing soil and

: . e
space for Internet rurmors to breed and sprggd. and jointly create a fresh online werld-where rumors are not spread, rumors are not believed, and rumors are not spread.

2 Requirements analysis

In order to strengthen the initiative in controlling overseas social public opinion, and effectively target overseas scn:iél médla in daily netwaork special investigation waork,

Use the communication platform ta carry out anling public opinicn monitoning work, Building a public opindon guidance and eontrol system for Twitler can meet the needs of current network special investigation work,
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Al the same lime, we '.-:.- Il Improve aur akdity ta deal with puilic I'.-:'II"IiI'.ul'I emergencies and countermaasures against Twitter, & il IMprove our Comprenensiva managameant methods for overseas Twither.

(1) Improve the ability to handle public opinion conflicts on Twitter

In order to be able to immediately dismw_el bad public opinion, illegal public oﬁiniun. reactionary public opinion, etc. during network special investigation work, a key personnel control evidence
collection platfiorm based on Twitter was established to grasp target information and dynamics in real ime, achieve rapid response and instant processing, and inlagrat&_Erublic: apinicn. The harm is
mimmized. Improve the public’ opinion management methods for overseas Iwiiter platforms and effectively improve the ability to handle public opinion emergencias.

(2) Strengthen_t_he ability to counter public ﬂp_inicm on Twitler

In order to meet the requirements*for evidence collection and countermeasures against overseas Twitter public opinions in daily special investigation work, the construction of a
Twitter public opinion guidance and control system will help achieve comprehensive management and control of Twitter targets and achieve comprehensive evidence collection and control of

target Twitter, It is conducive to taking the initiative to counteract public opinion, thereby achigving an all-round improvement in countermeasures against overseas Twitter.

3 Product Introduction

3.1 Product introduction

The Twitter Public Opinion Guidance and Control System is a product that integrates countermeasures and public opinicn monitoring for Twitter accounts on overseas soeial-platforms.
It uses exclusive non-inductive forensics technology and big data intelligent crawler lechnology h:- raalize public opinion maonitoring and countermeasures for Twitter accounts.

3.2 Product composition

The Twitter public upipi}nn guidance and control system is a pure software system and adopts a B/S architecture. Users only need to log in to the platform through an authorized account
and password to use it normally. The product m!'npnsiljnn list is ag follows:

1. Platform client software: 1 set
2. Platform authorized login account: 1 set

3. Platform user manual: 1 copy
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3.3 System architecture

."fc.r||:l|il:- on layer I:}ataﬂ'-rewlaw | [ Chase eviienos oolkecion - ] [ O b ARSI B

middle: |-|:'I'-H.:'F [Query plug-in] Fﬂmmﬂsum plagHn [ Monitoring plug-in]

; : b Ial?rEr data mmu'E e e

Twitter

(Twittar public cpinion guidance and conbrol system aysbem archibeciure)
The Twilter public opinion guidance and control system is based on years of research and breakthroughs in the security meachanism of the Twitter platform, combinead with cur@ni retwark
technalogy, and is implemented lhmu:gh comprehensive design and development. As the foundation of the platform, the system layer integrates the technical modules, data:mndulas and application
modules based on Twitter-based control forensic applications, ensuring that the entire Flaﬁnrm can implemeant technology implementation, data updatas and data applications in real tlima and effectively; the
middle layer r;g-oparates with guery plug-ins and countermeasure plug-ing. and monitaring plug-ins to achieve application presgntatiun and breakthroughs of specific technologies; the application layer allows

isersitaleand ictalseriesloinperationsisichlastda slove niswRevidencetol ectioalmanennalandlealiniaimeaas irestizginelentiieipvitegetbiclopinisalgtid aneelandleaniralsysismlinfactia|li sy

3.4 Network architecture

Data overview
WEB
—— — . .
platform Twitter forensics
A
. Pulblc opanecn mon 1|:|r|ng
authorized user
‘ —
Data overview
Twitter WEB
_ — Twitter forensics
Control Forensics Platform platform
- Puiblc opinéon monsoring
"

authorized user
[Twilbar public epinion guidance and conlrsl syatam network architeclure disgramy)

In order to achieve control and evidence collection for target personnel related to the overseas social platform Twitter, the control platform is-generally deplnyegm overseas VPS to

achieve comprehensive ticrntrol and evidence collection functions for overseas targets. The platform is designed using B/S architecture. Users must aobtain authorization from the platform.
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In this casa, you can log in to the platform anytimea and anywhera to conduct daily oparations such as data overview, Twilter forensics, and public opinion manitaring,

4 product features

The Twitter public opinion guidance and control system mainly provides comprehensive functions of information gquery, account countermeasures, and public opinion monitoring. Users can

carry aut control and evidence collection work on target Twitter accounts according to needs.

4.1 Home page

The system supports adding maonitoring personnel, adding keywords, adding evidence collection, and importing data on the home page interface, and provides imported data

Il
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Addl meniiaeng paronnsl Akl availablka Twitler acoount
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(front page)

4.2 Data overview

The platform provides a data overview function based on some controlled Twitter accounts. On the data overview page, users can view the platform's current

total number of successful forensics, total number of successful imports, total number of monitoring personnel, view the TOPS Twitter account group control

operations, and forensic link 1Ps Click hotspot distribution, latest evidence collection success list, latest tweets, TOPS number of tweets, etc.
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(data overview)

4.3 Twitter account forensics

The user obtains the evidence collection link through the platform, and by attaching to the target person, placing the link, and inducing the target to click on the evidence

collection link. After the click is successful, the target Twitter account authority can be abtained, and the countermeasure function of the target Twitter account can be realized through

Twitter, The public opinion guidance and control system obtains the comprehensive permissions of the target Twitter account to publish tweets, view private messages, comment on

tweets, forward tweets, like tweets, etc. If there is no need to monitor the target Twitter account, the target can be deleted from the platform.

4.3.1 Public opinion guidance and contral

Enter the system, select public opinion guidance and control, select one or more controlled Twitter accounts, enter the tweets that need to be public

opinion guidance and control, obtain the original text, and select operations to comment, forward, and like. As shown below:
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Select the tweet of the target Twitter account, select a comment, enter the content of the comment, and click Comment to

comment on _thE! tweet. On the same interface, you can like and forward the tweel,t.
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(Comment succesaful)

At the same time, the system supports adding edited materials when commenting and forwarding target h-.-e_etls=, as shown in the_ﬁgure below:

Select acton

ol R
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(matenal selection)

Click on the text material to view single selection or select all {all selected commenis will be randemly assigned to comments from users who have successfully obtained evidence). After confirming,

click "Comment” or "Forward”, and the comment or forwarding is successful, as shown in the figure below;

Positive (3 items) Positive (0 items) Opposition (2 articles)

M  Selectall | View

o = = B

(Text material selection)

Click on the I:nin:ture matarial, after confirmation, click "Comment” or "Forward", the comment or forwarding is successful, a5 shown in the figure below:

{Pi_t_:ture material)

Click on the video material. After confirmation, click "Comment” or "Forward”. The comment or forwarding is successful, as shown in the figure below:
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4 3.2 Evidence collection list

Enter the forensic list, enter the original address in the original link box (the original link is the URL that jumps to the page that the forensic target is interested in
after the target clicks on the forensic link), click "Sels

detail, as shown in the fig_ure below
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(including ordinary links and Oauth links), and then Click "Generate evidence collection
link" to view the generated evidence collection link in the evidence collection list. You can also view, copy, export and delete the evidence collection link in

a




After attaching the forensic link through social engineering and sending it to the target Twitter account, when the target clicks on the forensic link, click on

the corresponding forensic link details to view the IP, IP location, device type, and browser version of the target when they clicked on the forensic link. |

the original link and click time of the system version facilitate further control of the target Twitter aceount, as shown in the figTJE below:
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(Forensic link details)

4.3.3 Account list

On the Twitter account list interface, the system supports viewing the forensic data and imported data quantity, and can select the target for group control operations such.as retweeting,

commenting, and liking, After successful forensics, the private message content of the target Twitter account in the past 30 days can be obtained for the first time, and After the

initial acquisition, the target's private message content will be obtained regularly every day. At the Same time, the user name, account 1D, authorization time, email address, source, expiration

time, elc. of the controlled account can be viewed, as shown in the figure below:
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(account list)
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Click Details to view the tweet details of the target Twitter account, as shown below:
= g = o

Marilonng personnel list - detals
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(View details of tweet)

Salect multiple_aT:munts an this page and click Group Contral to jump directly to the public opinion guidance and control interface o perform group control operations on the selected

Twitter accounts, which greatly improves the efficiency of public opinion guidance and control for the target Twitter account, as shown in the figure balow Show:
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(Account group control)

4.3.4 Group management

The platform supporis the grouping of Twitter accounts that have obtained permissions, which facilitates public opinion guidance and management of controlled Twitter

accounts and improves work efficiency. The group list includes special attention, ungrouped, grouped and new groups, as shown in the figure below:
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{Group management)

4.4 Twitter public opinion monitoring

Public opinion monitori ng is mainly for key suspicious Twitter accounts. Users can directly add targets to the platfurm_. The platf::-_rrn can automatically
collect and analyze their public opinions, and can set keywords acEnrding to needs. Once the target's tweets trigger the keywords, the system will F'mfﬂptly
remind users to respond accordingly.

4.4 1 Public opinion monitoring

The platform can view the list of added manitors, and the tweet area on the right displays the user's latest 100 hours of tweets by default. At the same time, the platform
supports multiple deletions and groupings of mulliple_monitnring personnel, Click on a single target account to view the tweets of the current account. It can be loaded in a single
page. At the same time, keywords can be entered in the tweet area to view the controlled targets including key Refrieve the tweets with the word, click on the target, you

can view the target's tweets, followings, and number of fans, and you can view and download pictures and videos related to the target Twitter account's tweets, and you can

combine the target's fans and following users. The key is added to the monitoring target.
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4.4.2 Monitoring personnel list

The platform supports viewing of monitored persons, and supports grouping, detailed viewing, informaltion improvement and deletion. Al the same time, through information

improvemnent, Twitter registration email and registration number, common P, ete. can be supplemented. After the supplement is completed, the target can be viewed in the list of monitored

persons. Information related to the Twitter account.

i
@

#
B

Tou it A3 [ e F= alk

=imcin MCE T eehan Fenl B | FEsE  FR
=13 5] R ST i
o E- I B -TY
¥ Tuan . kg Sulre 7 R L
ZhIGH ALEY KN Ao wa ) ZRam EM
‘il hi o rh | SEsE BR

Ll HE a R | SEeE B

liszoe n all ¥

(Menitoring personnel list)

4.4.3 Group management

The platform supports grouping and viewing of monitaring targets, and unified grouping and manaﬁémenl—@f—monimring personnel.
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4.5 Material management

lhe system supports batch addition, comment editing, adding materials in groups, and can modify and delete the added mate rial content. Material managemeant provides text,
- [

pictures, and videos for public opinion guidance and control, making it convenient for co Til= | fior i
H:.'.-.r_-\.. (i1 5 R,
S, T
mam | ]
v il
ErRTe e
o | -
A =

{matenal management)

4.6 Operation history

ralons.

o
=2 a8 =2
v s =

=

The platform supports viewing the aperation history list and import history list. The operation history list includes operation type, operation content, and log

time. The import history list includes the imported file name, import status, and import time. It also supports changing login passwords and adding email addresses.
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= 9 Towlraucihet i:l
fBeEh
Add cruise
(Change password and add email address)
Parameter category Parameter index
Forensic link Supports generating valid forensic links against original network links
Supports clicking on the forensic link, the page can jump to the original web page that generated the forensic link, or the page can jump
Link loading
Go to the real login screen for that Twitter account
Second verification Supports bypassing Twitter's two-step verification mechanism. Targets will not receive any security alerts after clicking on the evidence collection link.
Incognito access Supports invisible acquistion of target Twitter private messages and other data
L(}gln I[]g &fter successful evidence collection, the target account will nat have a login lag.
Platform compatibility Compatible with chrome, IE, Firefox and other mainstream browsers
Accourt gaviranment Supports web version, android client and iOS client
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6 Product Deployment

6.1 Applicable environment
The Twitter public opinion guidance and control system is suilable for combat scenarios such as network special investigation departments carrying out public opinion monitoring and guidlanbe
on overseas Twitter targets. The platform exfracts target Twitter value information to achieve efficient management and supervision of Twilter public opinion control. The platform is based
| =

on Saas cloud service, and-users only need to log in to the platform through an authorized account to use it
6.2 Deployment method
The Twiller public opinion guidance and control system has a B/S architecture. In order to ensure the security, stability, rélla_blllt_y and effective use of the entire platform,

users need to deploy the platform's client suite on an overseas VPS. After the deployment is completed, the local client can log in through an authorized account. and use. The

VPSS server and local client parameter requirements are as follows:

Configuratian Environmant Ensdronmantal paramaters
CPU: Dual core
Memory: no less than 4GB

Server configuration requirements Hard drive: no less than 100GB

Metwork bandwidth: no Iesls-than ZMbps

Rent overseas cloud host to build

7 product advantages

> Large amount of data

The syetem currently runs nT:r Ie_ss than 100 milion pleces of raw data every day, and supparts real-time updateé of available data every day; based on the submitted target information, query results are.
returned in 3-5 minutes; the query data is comprehensive, including registered email addresses, hand numbers, and frequently used Landing places, etc., are conducive o the immediate detection of bad

public opinion, illegal public opinion, rumar-mongering public opinion, etc., and improve the public opinion emergency respanse capabilities of government departments.

= Efficient crawler technology

The Twilter public epinion guidance and control system supports public opinion monitoring of target accounts and uses distributed crawler technology to monitor target Twiller accounts.
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The account is crawled every 5-10 minutes and supports real-time alarms for keywords. It has furtha_r improved its-public opiniun. maonitoring Fapahilities and improved the network
investigation department’s put%lic. opinion managemeant methods for overseas Twitter platforms, effectively safeguardin.g the country's image and promoting the healthy development of rational
c.-r'.llline qulic upir'!iun.

= F'rec:iﬁl? countermeasures

Thraugh the forensic link, the backend systemn can quickly log in to the target's Twitter account to conduct public opinion guidan.ce and control operations without requiring the tgrget'ﬁ_
account password, thus reducing the target's vigilance and defensae. After abtaining the target's parmissions, it can take over the permissions of the target account and comprehensively contral the
comments posted on Twitter. Through.public opinion guidance and control of its Twitter_account. it can realize the comprehensive Twrt‘te managn?r.n.EE!_arrd Euper'.lisiu_n fl...lndjc!n af ¥
public opinion and effectively stop the spﬁad nf.ulle»gal public oplnﬁn. ard disseminatlon.

= Exclusive technology

The platform has been comprehensively developed and designed based on years of research on Twitter's security mechanism. It can directly bypass secondary verification such as login IF and

mobile phone verification code, without the target actively sensing the entire process, and obtain the target's personal data.
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