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1 Introduction

With the rapid development of network science and technology, the use of computers has been fully popularized. The arrival of the Internet era has brought huge changes
to people's lives. However, while people enjoy the benefits brought by the development of network technology, it also provides criminals with more convenient criminal
environments and tools, The use of computers as communication carriers (o engage in illegal and criminal activities isﬁmaﬁing day by day. They often bring immeasurable serious

consequences and economic losses (o people and sPciety: and even threaten national security. Mer?g Jianzhu, member of the Political Bureau of the CPC Central Committee and secratary
of the Central Political and Legal Ajlairs Commission, once pointed out; Intemgt crime has become:the largest type of crime, and in. the future most crimes may be committed with .
the help of the IntErnet Therefore, cracking down on organizations tha.t use computers as a carrier to commit crimes is of great significance to the interests of the people,
social development and national stability,

According to statistics, the number of Internet users in my country reached 772 million in 2018, and émonlg those who use computers to access the
Internet, 95% use the Windows operating system. Relevant business departments must face the JK forensics of Windows systems when carrying out network ZC work. Therefore,

the construction of "Windows remote control management system" is in line with the trend of national stable development. At the same time, it is important to combat

cybercrimes based on Windows operating systems. The activity is of extremely important significance.

2 Requirements analysis

In order to ensure that the construction of the "Windows Remote Control Management System” can meet the construction goals and provide all-round technical and tactical

support in later network actual combat, making it have practical value and practical significance, the construction of the entire system should meet the requirements of concealment and avoidance.

The overall construction needs of killing functions, comprehensive system coverage, and rich funclional design.

(1) Hidden anti-kill function

Dwring the pracess of ZR forensics, the "Windows Remote Control Management System” should meet tha-l‘uncllonal requirements of concealment and anti-virus protection. The system
can encrypt the link during data return to avoid JK leakage; at the same time, it should meet the requirements of avoiding mainstream anti-virus software at home and abroad. The Killing
function prevents criminals from being detected and enables long-term JK evidence callection,

(2) Full coverage of the system

Bazed on the current situation that there are many types of Windows operating system vergions, the entire system should comprehensively cover different types and versions of Windows operating systems.
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Windows operating system, thereby meeting the need to conduct ZR and evidence collection on various Windows systems in practical applications.

(3) Rich functional design

After completing the ZR for the target Windows system, it can meet the requirements for security, stability, and concealment of evidence collection, and provide

complete functional applications based on the network environment of the target Windows system, which can realize data acquisition, remote control, and intranet for

the target Windows system. Functional requirements such as cascading.
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3 Product Introduction

3.1 Product introduction

Du:? to the rapid development of the Internet and the widespread popularity of Windows operating system computers, ﬁegal criminals have contacted each other through
the Internet, planned and organized various illegal and criminal activities, causing huge harm and losses to the people, and seriously affecting the ;Eﬁlity of society and the co untry.;
and development, and the "Windows Remote Control Management System” can conduct JK evidence collection on the target Windows host, which greatly prevents
the occurrence of illegal and criminal activities, ensures the safety of people's personal and property, and maintains the stable development of society and the country.

Independently developed based on mainstream network architecture and Windows system environment, it can realize remote operation, JK and evidence collection on Windows
systemns. By putting the control program ZR.generated by Ihe'éeneramr into the target host and running it, technicians can view the target host information on the contral end, a:nd return
the target host data to-the ZC personnel according to the insthtinns of the ZC personnel. Increas.e relevant business departments to grasp information in advance and take relevant dafansiva
measures in advance, At the same time, they can mvedly: and accurately grasp evidence of criminal crimes, crack down-on illegal crimes, and protect the safety of the country and
people’s Ii1.n.=_ls and property.

3.2 Product composition

"Windows Remote Control Management System” is built using C/S structur_e, The system software includes gene rator and controller. Users use the

generator to generate control programs. The controller can manage and use system functions. "Windows Remote Control Management System” product The main
components of the list are as follows:

1. "Windows Remote Control Management System" software: 1 set

2. Product authorization dongle: 1

3. Product manual: 1 copy
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3.3 System architecture

investigators

.‘ i

Windows remate control management system

controller

CMD control . keylogging

Builder

target host

{ayalam archibaciure diagram)

"Windows Remote Control Management System" mainly consists of two parts: controller and generator. The user generates a confrol program through the generator,

and uses relevant means to ZR the program to the target host to achieve the purpose of long-term concealment of JK evidence on the target host; the controller mainly

provides a user operation platform, and users can perform resource management and process management on the target host according to their own needs. , CMD control,

screenshots, keylogging and other operations, and the obtained target information will be encrypted and transmitted back.
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3.4 Network architecture

-user
Windows remote control management system
e"cryn:led i
- Data return

Target Windows host Hi
5
-
3 0
c
g

User 1 User 2

(Hatwerk architechurs diagram)

The platform adopts C/S architecture to meet remote JK management and evidence collection operations on different target Windows hosts in various
scenarios. When the target host is successfully controlled by'the ZR program and comes online, the user can enter the system background through the network and
perform JK forensic operations on the target Windows. At the same time, the target data return link uses unigue technology for strong encryption to ensure the security

of the data return process and avoid the risk of being eavesdropped.

4 product features

"Windows Remote Control Management System” combines the actual needs of users and is designed with resource management, prnce'sé management,
service management, registry management, CMD console, screenshots, keyboard logging, document access records, online log records and other functions to fully

meet the needs of users. User long-term JK and covert forensics on target Windows
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4.1 Controlled program generation

After the client and generator of "Windows Remaote Control Managament System" are successfully deployed, the controlled program generation function can be used to generate

the contral program. The systemn provides the input IP and port number parameters corresponding to the target environment Lo finally generate a mntm.I_Fmgram adapted to the target environment.
i -
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4.2 Remote configuration management

After the "Windows Remote Control Management System” successfully targets the target Windows terminal system ZR and successfully goes onling on the background device,

in order to adapt to changes in the target application scenario, the system provides remote configuration management functions. Using the remote configuration management function,

the system can rem_r'rl";ﬁure the currently being used. The IP and port number of the control Windows system ensure the long-term validity and reliability of the systam.
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4.3 Intranet cascading

"Windows Remote Contral Management System” is suitable for netwark environments where internal and external networks are isolated. When the target internal network

device cannot access the Internet, other devices in the same network domain that can access the external network can perform cascade installation to complete the target internal network

device, onling operation,

4.4 Resource Management
By obtaining the target operation permissions from the program ZR of the target host, the user can remotely operate through the system background to

comprehensively manage the files of the target operating system, and perform operétions such as browsing, uploading, downloading, deleting, executing, and renaming related files. .
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{Screenshot of msource managemant)

4.5 Process management

Through the program ZR. of the target host, the "Windows Remote Control Management System” supports real-time supervision and control of application

processes, background processes, Windows processes, etc. running on the target operating system. Including operations such as view refresh and end.
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4.6 Service management

Through the program ZR of the target host, the "Windows Remote Control Management System” supports real-time remote management of the

service status of the target operating system. Including operations such as run, pause, stop, delete, elc.
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Through the program ZR on the target host, the "Windows Remote Control Management System" supports remote management of the operating system

registry. Including operations such as viewing the registry information o
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4.8 CMD console

Through the program ZR of the target host, "Windows Remote Control Management System" supports CMD command operations on the target

operating system.
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4.10 Keylogging
Through the program ZR of the target host, "Windows Remote Control Management System" supports recording each key pressed when the

target operates the keyboard.
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(Keylogger screenshot)

4.11 Document access records

Through the program ZR of the target host, the "Windows Remote Control Management System" supports recording the files recently

E_IE=_¢E$$E{'.1 by the target. The obtained document files can be viewed, modified, deleted, etc.
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4.12 Online logging

Through the program ZR of the target host, the "Windows Remote Control Management System" supports recording logs such as the online

and offline time of the target host.
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{Screenshot of onling log record)

4.13 Disconnect

"Windows Remote Control Management System" has an active disconnection function. After the active disconnection, the controlled terminal supports

real-time refresh of the online domain name DNS resolution or the online IP address, and supports TCP and UDP dual-protocol online.

Q 20130517 135827 WIN-CFALLIDCRENG JITAB143 T - Cnline
Q F019-05-17 14:17:56 WIN-CFALLDCREME 171 88143 72 OFFline
@ 20130517 14:18:01 WIN-CFALLDCREHG RETSIEE anline

(Screanshot of disconnect iuru:li-:m_]

4.14 .Remote uninstallation

"Windows Remote Control Management System” has a remote uninstall function, which can be used to remotely uninstall the online device. The

system downloads the uninstalled target device infarmation.
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4.15 Export reports
"Windows Remote Control Management System” has an export report function. The system can view the target computer's user, system,

language, online protocol, IP information and other comprehensive information in a list.
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A149 SYSTEM|Win? 3647601 |Chinese (Chins) MyT:st [TCP 192.168.1.148 | 101.219.17.11132  [{#3123]15 82 GB|¥68.19 GB
CSEZPZYLBGUXSIT EYSTEM|Win] X64.7601  |Chincsc (Ching) ‘MyT:st |[TCP 1921688101 | 22113 T4218 32  [i*36)0|7.46 GB |610.00 GE
WINTHTERTATMET! king]  |Win7 X64 TEW  |Thincac (Ching tosf [TON B2 A6ALLI29 [ITIRE M2 I4A 38 | 172591 200GB670CTI )
WINCFALIDCRENG 777 [Wiar'-X64.7601 |Ermuilsh (Usitel Staies) s TCP 192.168.185.132] 171881437232 | 13405200 GBE09.18 GB |
DESKTOP AC7QI'S SYSTEM|Win!0 X61.10240(Chinsse (Chind)  mytew |[TCP  192.168201296690127.10532 | 1°2601200G85969G8
DESKETOP-3HIRER dell . Win10 X84 17134 Chinese (China) _ MyTest [T 1992541811 [ITIRE M3 T2 B 4;25921 787 GB 1?1 TEGB

{Screenshot of export report function)

5 product parameters

Archtzchre C/S architecturs
ZR way System builder generates exe executable file for installation
Adagistion eysizm Windows XP/Vista/7/8/8.1/10
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Windows Server 2003/2008/2012/2016
Online method TCP/UDP/Internet Protocol
time online Within 1 minute
data collection support
Log managemant support
Antivirus free support
Intranet cascading support

6 Product Deployment

6.1 Applicable environment
The "Windows Remote Control Management System” performs program ZR on the terminal computers of illegal criminals, thereby realizing the scenario of collecting

criminal evidence from the target criminals. After the ZR target PC is successful, you can directly log in to the backend management platform through the authorized dongle, that is, Data

information can be obiain:ad from the target PC. In order to ensure the stable operation of the entire system, the applicable environment requirements for the controlled terminal of

"Windows Remote Control Management System” are as follows:

Windows XP/Vista/7/8/8.1/10
X86
Controled frminal (cion Windows Server 2003/2008/2012/2016
end Windows Vista/7/8/8.1/10
Xe4
Windows Server 2008/2012/2016
Windows XP/Vista/7/8/8.1/10
Cantrel tarminal X64/86
Windows Server 2003/2008/2012/2016

6.2 Deployment method

"Windows Remote Control Management System™ adopts C/S arch_itechra for deployment, which is convenient and quick to deploy. The system only needs to provide one set of
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The VPS server can be equipped with a backend management system. Use the authorized dongle and account to log in to the system backend, and then use the generator to generate

the ZR program. After ZR is successful, the backend can go online with the target device information and obtain the target device data information. VPS configuration is

as follows:

CPU: Dual core

Memory: 4G

VPS server configuration requirements Hard drive: 100G

System: Windows server

Bandwidth:210Mbps

7 product advantages

> High stability
The entire system is based on the new trend of remote control and is independently dauah‘:psd based on the current mainstream network architecture and Windows system
envimnment._ It uses.ir:ld_ePendent. code for malntenan_ce.. Indgpendenl key Eumentlcat.lnn, a.n.d Indepgm.ient enu‘yp.lin.n algnﬁli'u.ﬂ_s fnrerl_::ryptedtransmmsmn It fylly guarantaas the sy;lam
while ensuring .s]rstem functions. It has high gtahility and iinot prone to disconnection.
= Efficient transmission
In order to achieve efficient return of target data, ﬂ‘lﬁ system _haSE._a bgiﬂ-in indapenu_:ifant download engine, which can realize e_xtr'eme file transfer and adaptively trans_fer
files according to the netwurk_ speed. The file tmlﬁfar‘spead can_ rﬁa_ch up to BPDKBIS under 2M nEt\fmrk broadband.
= Strong anti-toxicity
The system adopts the indusiry’s unique breakthrough anti-virus active defense technology, which has strong anti-virus capabilities and can avoid detechon by 95% of anti-virus softwara
on the market, sucEdDmestic 360, Kingsoft Anti-\Virus, and Tencent Computer Manager; foreign cumpar-iea such as Kaspersky and Symantac , McCafé and ':I”'IE'T ma?nstream anti-virus software,
And based on the dual technologies of memory multi-deformation production and file polymorphism production, it can effectively avoid mmaw dynamic scanning and_ ﬁ.le 3tarr.'|c:_ EIC%I?I'I'I.I'I_Q

profechion mechanizme

> Highly concealed
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The system supports self-starting and self-daletion of controlled end programs after installation, and supports automatic deletion of installation files after successful installation of related programs,

eliminating the possibility of being discovered by the target.

= Simple and sasy o use

The entire system is widelly used and supports mainstream X86/X64 Windows operating systems (including the latest Win10 system). The system

interface is simple and users can call the corresponding functions according to their own needs. The operation is simple and very easy to get started.
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